
 
 

Security Unit Policies and Standard Operating Procedures 
The Security Unit’s policies and  Standard Operating Procedures (SOPs) establish a 

comprehensive framework to maintain a safe, secure, and resilient environment at the Mycetoma 

Research Centre. Through effective implementation of security protocols, surveillance, access 

controls, and emergency preparedness, the centre ensures operational continuity, asset 

protection, and a safe environment for all stakeholders. 

 

 

I. Policies of the Security Unit        
1. Implementation of Security Protocols        

- The Security Unit shall establish, communicate, and enforce comprehensive security 

policies to safeguard staff, patients, visitors, and assets. 

- All staff and visitors must adhere to these protocols to ensure a safe environment. 

 

2. Access Control        
- Access to the centre’s facilities shall be restricted based on roles and clearance levels. 

- Entry and exit points must be monitored, with visitor logs maintained and badges issued. 

 

3. Emergency Preparedness        
- The centre shall develop and regularly update emergency response plans for incidents such 

as fire, medical emergencies, security threats, or natural disasters. 

- Regular drills and training sessions shall be conducted to prepare staff for emergencies. 

 

4. Protection of Assets and Information        
- The security measures shall include safeguarding physical assets, sensitive data, and 

confidential information. 

- Surveillance and monitoring systems shall be used to prevent theft, vandalism, or 

unauthorized access. 

 



Standard Operating Procedures (SOPs) for the Security Unit        
 

1. Security Policy Implementation SOP 
Objective:  
To ensure consistent application of security policies throughout the centre. 

 

Steps:        
1. Review and update security policies annually or after any significant incidents. 

2. Communicate policies to all staff, contractors, and visitors clearly and effectively. 

3. Conduct orientation sessions for new staff regarding security protocols. 

4. Enforce policies through regular supervision and audits. 

5. Address violations with appropriate disciplinary actions. 

 

 

2. Surveillance and Monitoring SOP 
Objective:   
To monitor and safeguard the premises effectively. 

 

Steps:        
1. Install and maintain CCTV cameras at strategic locations to ensure optimal security. 

2. Assign trained personnel to monitor surveillance feeds 24/7. 

3. Record and archive footage securely for a specified period. 

4. Review footage regularly for suspicious activities. 

5. Investigate security breaches or incidents promptly. 

 

 

3. Access Control SOP 
Objective:  
To regulate and monitor entry and exit points. 

 

Steps:        
1. Issue identification badges to staff, visitors, and contractors. 

2. Maintain a visitor logbook or electronic entry system. 

3. Restrict access to sensitive areas to authorized personnel only. 



4. Use electronic access systems (e.g., card readers) where applicable. 

5. Conduct periodic audits of access logs and permissions. 

 

 

4. Emergency Response and Drills SOP 
Objective: 
To prepare staff for effective response during emergencies. 

 

Steps:        
1. Develop detailed emergency response plans for various scenarios. 

2. Train security personnel and staff on emergency procedures. 

3. Conduct quarterly drills simulating different emergencies (fire, security breach, medical). 

4. Evaluate drill performance and identify areas for improvement. 

5. Maintain emergency equipment (fire extinguishers, first aid kits) and ensure they are 

functional. 

 

 

5. Incident Reporting and Investigation SOP 
Objective: 
To document and investigate security incidents systematically. 

 

Steps:        
1. Report incidents immediately to security supervision. 

2. Record details in an incident report form, including date, time, description, and persons 

involved. 

3. Conduct investigations to determine causes and prevent recurrence. 

4. Take corrective actions based on investigation findings. 

5. Review incident reports periodically to identify patterns and improve security measures. 
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